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Online Safety Policy 

 
Vision  

Our vision is that children are nurtured to love learning, love one another and love God.  

 

‘Love learning, love one another, love God.’ 

  

Love the Lord your God with all your heart, soul, mind and strength and love your 
neighbour as yourself (Mark 12) 

 

Key People  

Designated Safeguarding Lead 

(DSL) 

Mr Andy George 

Deputy Designated Safeguarding 

Lead 

Miss Lucy Ashby 

Miss Sophie Brunt 

Online / E-Safety Link Governor Mr David Petrie 
Mr Francis Neal 

Computing Curriculum Leader Mr Mark Collett 

Network Manager Mr Adam Turner 

Data Manager Mrs April Owens 

Data Protection Officer Mr David Coy 

 

Policy reviewed by Miss Ashby, David Coy and A. Turner 

Governors’ Responsible PP&C Committee 
Date of next review Autumn 2025 
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Introduction 

The purpose of this policy is to ensure that all staff, governors, parents and children understand 

and agree to the school’s approach to online safety. The policy relates to and sits alongside the 

following policies: safeguarding and child protection policy, behaviour policy, code of conduct, 

and remote learning policy. 

The main areas of risk for our school community can be summarised as follows: 

Content 

● Exposure to inappropriate content, including online pornography, ignoring age ratings in 

games (including exposure to violence associated with often racist language), substance 

abuse 

● Lifestyle websites, for example pro-anorexia/self-harm/suicide sites 

● Hate sites 

● Content validation: how to check authenticity and accuracy of online content 

● Extreme radicalisation websites 

 

Contact 

● Grooming 

● Cyber-bullying in all forms 

● Identity theft (including hacking Facebook profiles and sharing passwords) 

 

Conduct 

● Privacy issues, including disclosure of personal information 

● Digital footprint and online reputation 

● Health and well-being (amount of time spent online including on the internet or gaming 

● Sexting (sending and receiving of personally intimate images) also referred to as SGII (self-

generated indecent images) 

● Copyright (little care or consideration for intellectual property and ownership – such as 

music and film)  

Teaching and Learning 

Internet access is used in school to raise educational standards, support the professional work of 

staff and support and enhance the school’s management of information and business 

administration systems. Access to the internet helps prepare students with their personal 

development needs and in preparing them for their ongoing schooling/career. It is a necessary 

tool to enhance learning and access is a requirement of the National Curriculum for computing. 

The use of the internet is to extend and enrich the children’s learning. Staff select sites that support 

the learning outcomes and take into account pupils’ age and maturity.  

Internet access is provided by the Local Authority and considers the needs and security levels for 

pupils such as appropriate filtering of content. Pupils are given clear objectives for internet use 

and sign an Acceptable Use Agreement in class.  

All pupils are taught about the importance of online safety through their computing and PSHE 

lessons.They are taught how to take responsibility for their own internet use and access and how 

to evaluate internet content. They are taught that not all sources of information on the internet 

are accurate and that authors of web pages or emails may not be the person that they claimed 
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to be. Pupils are taught to tell a trusted adult (teacher/parent) immediately if they encounter any 

material that makes them uncomfortable. 

Managing Internet Access 

All pupils, parents/carers, staff, volunteers and governors are expected to sign an agreement 

regarding the acceptable use of the school’s ICT systems and the internet. Visitors will be 

expected to read and agree to the school’s terms on safeguarding and acceptable use. 

Use of the school’s internet must be for educational purposes only, or for the purpose of fulfilling 

the duties of an individual’s role. Pupils are only allowed to use school email accounts and must 
tell a teacher if they receive an offensive email. They are taught not to reveal their or others 
personal details,  

The headteacher and IT service provider monitor and review the effectiveness of online filtering 
and keep staff aware of any updates in ‘Keeping Children Safe in Education.’ The IT service 

provider reviews the IT security regularly, updating the virus protection and liaising with the LA and 
LGFL. 

Passwords 

Staff and pupils are responsible for the protection of their own account details and should not 

divulge their passwords to anyone. All staff and pupils have their own unique password to get 

onto the computers which are independently generated. Integris passwords are changed every 

90 days. Google passwords are required to be at least 8 characters long, with a mix of upper and 

lower letters and numbers with symbols, with the addition of 2 factor authentication. Staff should 

also ensure that passwords are changed as often as possible.# 

Email 

Staff and pupils are provided with an email account for their professional use.  

When using email to communicate safeguarding, behaviour or safety concerns, staff must follow 

the schools guidance regarding initials.  

 

Staff should not open emails or attachments from senders that they do not recognise, or that look 

suspicious. Staff should be wary of links to websites in emails, especially if the email is unsolicited 

If a member of staff receives an email which is offensive or upsetting, then the DSL should be 

contacted. Staff are responsible for all emails they send. Staff should not reply to, add to, or 

circulate chain emails. 

 

The school will contact the police if a member of staff or child receives an email that breaks the 

law or is considered particularly disturbing. 

 

Published content and school Website 

Editorial responsibility of the website content is monitored by the Headteacher or Deputy 

Headteacher to ensure it is accurate and that good quality presentation is maintained: 

The school website complies with statutory DFE requirements. 

The school will ensure that all images published on the website comply with copyright law. 

 

Photographs published on the webs do not have full names attached. Pupils’ names are not used 

when saving images or tags to files when publishing on the website.Children’s photographs are 

only allowed to be used on the website if permission is held from the child’s parents/carers. 
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Social networking and personal publishing 

References to pupils, staff or parents/carers should not be made on social media. Staff should not 

be online friends with any pupil or engage in online discussion on personal matters relating to 

members of the school community. 

Pupils are not allowed access to public chat rooms. They are taught about social networking, 

acceptable online behaviours and how to report misuse, intimidation, bullying or abuse through 

our online safety and PSHE lessons. Pupils agree to follow our Acceptable Use agreement. The 

agreements are signed in class and are present on the screen whenever a user logs in as a 

reminder. 

 

Our IT service provider and senior staff/governors make occasional checks to ensure that the 

filtering systems are effective in practice. If any unsuitable sites are discovered the URL and 

content must be reported to our internet service provider. 

 

Parents/carers are asked to share responsibility for setting standards with their child around safe 

and appropriate internet use. They are responsible for their child’s online use outside of school. The 

school website contains resources to support this and any materials shared by the local authority 

specialist advisor. 

 

Sharing nudes or semi-nudes or ‘Youth Produced Sexual Imagery’ 

The school will respond in line with its Child Protection and Safeguarding policy in the event of an 

incident involving the sharing of nudes or semi-nudes (sexting) or ‘youth produced sexual imagery. 

Mobile Phones and cameras 

Pupils are not allowed to bring mobile phones or tablets into school. The only exception is Year 6 

who are allowed to bring in their phones if they are walking to and from school alone. They must 

hand their phones to their class teachers during the day for safekeeping and are not permitted to 

use them onsite. The sending of abusive or inappropriate text messages is forbidden. Staff will use 

the school ipads to take photos and in the interim, can only use the camera function on a phone 

for educational purposes provided that the photos are downloaded and deleted that day/as 

soon as possible. Staff do not use mobile phones during lesson times. 

Data security 

The Headteacher is the SIRO - Senior Information Risk Owner and the school employs a Data 

Protection Officer supported by the Local Authority. 

There are secure areas on the network to store sensitive files. 

Staff are required to log out of systems when they leave a computer; the system will auto lock 
after 10 minutes idle time.  

Staff must report any incidents where data protection may have been compromised to the 
DSL/Head teacher. 

The server is in a locked location and managed by the IT service provider.  

Disposal of any equipment will conform to the Waste Electrical and Electronic Equipment 
Regulations 2013. 

Personal data will be recorded, processed, transferred and made available according to the 
Data Protection Act 2018. 
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Staff must not keep confidential information on removable devices such as USB devices unless 

suitably security protected. 

All those with access to school systems must sign and adhere to the ICT User Agreement. 
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